Communication Networks

Generalized Window Advertising
for TCP Congestion Control*

MARIO GERLA
Computer Science Department — Boelter Hall — UCLA, 405 Hilgard Ave., Los Angeles, CA, 90024, USA
gerla@cs.ucla.edu

RENATO Lo CIGNO
Dipartimento di Elettronica— Politecnico di Torino, Corso Duca Degli Abruzzi, 24 — 10129 Torino, Italy
locigno@polito.it

SAVERIO MASCOLO
Dipartimento di Elettrotecnica ed Elettronica— Politecnico di Via Orabona, 4 — 70125 Bari, Italy
mascolo@poliba.it

WENJIE WENG
Moatorola, Inc., San Diego, California, USA
WWeng@motorola.com

Abstract. Congestion inthe Internetisamajor cause of network performance degradation. The Generalized Window
Advertising (GWA) scheme proposed in this paper is anew approach for enhancing the congestion control properties of
TCP. GWA requires only minor modifications to the existing protocol stack and is completely backward compatible,
allowing GWA-hosts to interact with non-GWA hosts without modifications.

GWA exploits the notion of end-host—network cooperation, with the congestion level notified from the network to end
hosts. It is based on solid control theory results that guarantee performance and stable network operation. GWA is able
to avoid window oscillations and the related fluctuations in offered load and network performance. This makes it more
robust to sustained network overload due to alarge number of connections competing for the same bottleneck, a situation
where traditional TCP implementations fail to provide satisfactory performance.

GWA-TCP is compared with traditional TCP, TCP with RED and also ECN using the ns-2 simulator. Results show
that in most cases GWA-TCP outperforms the traditional schemes. In particular, when compared with ECN, it provides

smoother network operation and increased fairness.

1 INTRODUCTION AND RELATED WORK

The boom of the Internet is stressing the entire TCP/IP
protocol suite implementation, as the users grow in num-
ber, along with the demand for enhanced service and per-
formance. The magjority of data services in the Internet
are based on TCP (Transport Control Protocol), with ap-
plication ranging from bulk data transmission (like FTP
file transfers), to interactive, delay sensitive services (like
Tel net remote terminal), to web browsing. TCP pro-
vides a connection oriented, reliable communication chan-
nel to upper layers. It aso provides the functions of re-
ceiver flow control and network congestion control. The
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Dept. with CNR (Italian National Research Council) grant 203.15.8. The
work was partially supported by NSF, DARPA and NASA through varius
grants and by the Italian Ministry for University and Scientific Research
(MURST) through the project MQOS.

TCP congestion control mechanism in standard implemen-
tations is based on a simple, wired network model, with
very reliable nodes and links. Packet lossis mostly caused
by buffer overflow and is thus taken as indication of con-
gestion. Severa studies have shown that this control ap-
proach may fail if losses in the network are due to cases
other than congestion, such as in the case of wireless links
(seefor instance[1, 2, 3]). Moreover, the control does not
work well if the congestionis caused by an excessive num-
ber of TCP connections allowed to compete for the same
bottleneck [4].

Fortunately, routers of the next generation will be more
intelligent than the ones used in traditional TCP implemen-
tations. They will be able to predict impending congestion
because of better environment awareness, however, a ma-
jor problem consists in correctly elaborating and convey-
ing congestion information from routers to TCP sources.
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A related issue is to adapt TCP to accept new feedback
from the routers, ensuring more stable performance and yet
retaining complete backward compatibility. The first ap-
proachin the direction of router and TCP cooperationisthe
Explicit Congestion Natification (ECN) scheme proposed
in[5, 6]. ECN is based on a binary feedback from routers
to sources that triggers a window size reduction identical
to that caused by the fast retransmit/fast recovery mech-
anism of TCP-Reno, yet without requiring the drop of a
packet. ECN is effective in reducing packet loss. How-
ever, because of its binary feedback, it cannot avoid win-
dow and network oscillations. These can negatively affect
the network performance. A recent contribution, named
Early Random Marking[7], overcomes partially ECN lim-
itations, at the cost of increasing the TCP transmitter com-
plexity. Binary feedback schemes were also studied in the
ATM-ABR (Asynchronous Transfer Mode — Available Bit
Rate) context (seefor instance[8, 9]), but explicit rate (ER)
schemes were finally preferred due to the difficulty of ob-
taining stable operation with small rate and buffer oscilla-
tions without complex parameter optimization that are de-
pendent on the network scenario (propagation delay, num-
ber of nodes, etc.). ABR-ER rate schemes, such as those
proposed in[10, 11], are related to our work in that they
use explicit feedback from the network to the sources; how-
ever the networking scenario is so different that compar-
isons are very hard. An example for al: in ABR the con-
trol algorithm isimplemented within network nodes, while
in TCP/IP the network only performs the measures, while
the controlling algorithm isimplemented in end nodes. We
only notice that the ERICA scheme[10] does not have any
control-theoretical framework supporting the stability and
performance properties of the system, while[11], whichis
based on control theory, makes different assumptions and
proposes a different control technique.

Two different approaches, aso based on explicit con-
gestion notification, are presented in[12, 13]. The second
one is based on global network cost optimization; it oper-
ates through a distributed algorithm that converges to the
optimal operating point if a well-formed cost function is
given. This procedure completely disregards transient be-
havior; this fact arises some concern about its suitability
to work in a highly dynamic network scenario like the In-
ternet. The approach in[12] is the more related to the one
proposed in this paper. Both approaches propose the use
of the advertised receiver window (rcvwnd) field in TCP
header to also convey network congestion indication. Sim-
ilarities, however, stop here: the congestion control algo-
rithms are compl etely different, as well as the protocol and
implementation details.

TCP Vegas[14], whichisoften considered “rate based,”
is indeed not comparable with the scheme we are propos-
ing. The main reason is that TCP Vegas tries to estimate
the available bandwidth in the network end-to-end, without
requiring the network cooperation. It has been show[15]
that the interaction of TCP Vegas with other traffic or the

presence of losses not due to congestion may lead to the
starvation of TCP Vegas. The authors in[16] conjecture
that TCP-Vegas may benefit from the use of AQM schemes
and present simulations showing the point. The conjecture
is based on a differential equation model.

Charge-sensitive TCP, with milestone works as[17,
18], is aso often cited as a way to improve TCP perfor-
mance. These schemes aims at finding a stable operation
point for the network, disregarding the transient behavior
(similarly to the work presented in[13]), during which the
schemes cannot guarantee a low loss rate; however, Inter-
net traffic is made of short connections, hence a scheme
that controls the sources from the very beginning of the
transmission is needed.

In[19] we presented a specific implementation of the
scheme discussed here that is suited for ad-hoc wireless
networks and is not completely backward compatible with
previous TCP implementations. In[20, 21] we discussed
how explicit rate feedback in the Internet can help in in-
troducing real time services without affecting TCP traffic,
as well as forcing fairness among etherogeneous compet-
ing TCP flows. None of these papers, however, reports the
theoretical analysis which is the focus of this paper. The
foundations of this analysis were presented in a simplified
scenario and without implementations or resultsin[22].

This paper presents a comprehensive treatise of the
TCP window control mechanism named Generalized Win-
dow Advertising (GWA). GWA-TCP is backward compat-
ible, requiring a minimum upgrade to the TCF/IP proto-
col suite. GWA-TCP is compared with traditional TCR,
TCP with RED and aso ECN with TCP Reno using ns-
2[23]. Results show that in most cases GWA-TCP outper-
forms the traditional schemes. In particular, when com-
pared with ECN, it provides smoother network operation
and increased fairness.

2 GENERALIZED WINDOW ADVERTISING
TCP

TCP[25, 26, 27] performs two fundamenta control
tasks: i) end-to-end flow control to avoid overflowing the
receiver buffer; ii) connection congestion control, adapting
the amount of information injected in the network to the
network congestion status. This latter function is based on
congestion recovery, rather than prevention. TCP increases
the traffic offered to the network until the network isforced
to drop some packets; then it backs off to give the network
timeto relieve from congestion, and starts again to increase
the offered load to force another congestion episode. The
detailed description of the TCP protocol and itsdynamicin
various versions (Tahoe, Reno etc) is beyond the scope of
this paper and can befound in the literature. Below, we will
review the featurescommonto all TCP versions. These are
the only features needed for the GWA implementation.

TCP flow control is enforced by means of the receiver
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— information flow

Bn= Bmax ~ control flow
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Figure 1: GWA algorithm deployment in a simple network.

advertised window (rcvwnd) field 17, set by the receiver in
the header of acknowledgment (ACK) segments. Conges-
tion control is enforced by means of the congestion window
(cnwd) W, that is computed by the transmitter following
the TCP congestion control algorithm (see[25] for details).
Finally the amount of data 1W; which TCP is allowed to
transmit at any given timeis computed as

Wi = min{W,, W,} — W, Q)

W, is the amount of outstanding data, i.e., the part of the
dliding transmission window that isfilled with data aready
sent, but not yet acknowledged.

The key idea of GWA isto “generalize’ the interpreta-
tion and function of W, using it to convey both the receiver
available buffer space B, and the network congestion sta-
tus B,,. Since network congestion status can be expressed
as buffer space available in routers, B, is defined as the
minimum buffer space available in routers along the TCP
path.

IP routers cannot access or modify the field 17, since
this would be a layer violation. Moreover 1V, is protected
by TCP CRC. Changing W, requires the re-computation
of the CRC, which is not feasible in a high speed router.
The information must be delivered to the TCP transmitter
or receiver at the IP level, leaving the task of inter-layer
communication to the end hosts.

The information can be sent either to the transmitter
(backward notification) or to the receiver (forward notifica-
tion), with minor implications on performance during tran-
sients. Conveying the information to the receiver yields a
simpler solution. In fact, the receiver ssimply assigns

W, = min{B,, B,} 2

If IPv6 is used, B,, can be a 2-bytes optiona field
within the packet header. For the sake of simplicity thefol-
lowing description assumes that this optional field is used
by al network hosts. Figurel shows how the algorithmis
deployed in the network. It features a TCP transmitter (or
source) S, two routers R1 and R2 and a receiver (or desti-
nation) D.

The transmitter, before transmitting the packet, sets
B,, = Bmnax, Where By, iS a transmitter chosen target
value; for instance it can be the maximum window size ne-
gotiated at connection setup. If the window scale option is
set by the TCP connections, the same scaling factor applies
to B,,.

Routers along the connection modify B,, according to
the buffer space B, available for that connection, without
ever increasing its value. When the packet arrives at the
destination it contains the minimum buffer space along the
followed path. The schemeworksevenif not all the packets
follow the same route; however the analysis carried out in
section3 no longer holds. The receiver copies B,, from
the IP to the TCP level, and the TCP receiver implements
Eq. (2).

B,, is the buffer space that the network can provide to
the connection. An implementation with per-flow queuing
and Round Robin (RR) serving disciplineis an ideal match
for GWA scheme. However also FCFS on the aggregate
gueue can be used. With aggregate FCFS queuing it is nec-
essary to estimate the number of active flows, in order to
account for the buffer space available to each one. Thiscan
be a source of unfairness, but generaly it does not impair
the overall performance, as shown in section 6.

Notice that the network feedback is available to the
sources from the very beginning of the transmission (i.e.,
the transmission of the SYN/SYN_ACK pair). The sys
tem convergence is monotonic, as demonstrated in[22], so
that the transient behavior of connectionsis controlled too,
avoiding overshoots of the transmission rate and the conse-
quent packet losses.

3 THE ALGORITHM FROM A CONTROL
THEORY PERSPECTIVE

The theoretical analysis is restricted to the case with
per-flow queuing and RR serving discipline. A fluid flow
approximation is assumed together with static routing so
that all packetsfollow the same route from the sourceto the
destination. The algorithm is designed exploiting the Smith
predictor [28], which is a control technique for time-delay
systems. The control algorithmis first derived assuming a
rate based control scheme. Then, it is modified to fit the
TCP window model.

Let r;(t) be the transmission rate of i-th connection at
the source and c¢; ;(t) be the service rate given to the i-
th TCP connection by router j along the connection path.
¢, (t) isgenerally an unknown, bounded function. It takes
into account possible higher priority traffic, as well as the
other TCP flows, that interact with the considered one
through the Round Robin scheduler.

Assuming infinite buffer capacity?, at any given router
along the path we have the queue level:

t
gL () = / [ri(r —di) —eis(n)] dr - (3)
0
where dj . is the delay from source i to router j, q£7]-(~),

ri(+) and7ci,j(~) are non negative; the superscript [ refersto
the output logical link.

1As we show later, the control agorithm guarantees that no packets
are logt, hence Eq. (3) is satisfied for any finite buffer capacity.
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Figure 2: Block diagram of the closed loop model.

Each router j stamps the available buffer (¢} — ¢ ;(t))
inthelP header field B, if it issmaller than the one already
stored in B,,. The minimum value reaches the receiver,
which implements Eq. (2), and sends the value W, back to
the source. ¢! is a target queue level that can be chosen
according to different buffer management disciplines (see
Dec. 5 for further details).

W, = (¢} — g ;(t)) reaches the source d}/; seconds
after the router measured the available buffer; this terms
accounts also for possible elaboration delays at the re-
ceiver. Notice that the connection round trip timeisd; =
d; ; + d} ;, regardless of where the bottleneck j is located
along the path. Since only the minimum buffer space is
propagated at any time, the index j will be omitted from
now on without loss of generality.

Figure2 depictsthe block diagram of the system, where
% is the Laplace transform of the integrator represented by
the router buffer and G ..(s) is the transfer function of the
controller. The blocks e —*% and e~*%" model the delay
from the source to the congested router and from the con-
gested router to the destination and back to the source.

The goal is to find a controller G .(s), which stabilizes
the network operation, granting no losses and full link uti-
lization with persistent sources. Mathematically, this can
be expressed as (see[22] for amore detailed explanation):

gi(t)<q vt>0 (4)

¢ty >0 Vt>T,>d; (5)

Eq. (4) states that the buffer never drops packets provided
that » ¢} < B where B is the buffer dimension; Eq. (5)

guaraﬁteesthefull utilization of the bandwidth assigned to
flow i, after atransient time T, which is necessarily larger
than the connection round trip time d ;. Indeed Eq. (5) guar-
anteesthefull utilization of thelink if any work conserving
serving discipline, like RR or FCFS, is used.

In[22] it is shown that asimple controller that satisfies
Eq. (4) and (5) with T; = d; isthe following:

k
Gc(s) = 1+ % (1 _e—Sdi) (6)

Eqg. (6) defines the controller in the Laplace domain. In the
time domain the controller equationiis:

t

r(t) = b [qﬁ ~de—dp - |

—d;

r; (T)dr] (7

Eq. (7) states that the computed rate at the sourceis pro-
portional to the available buffer space [¢! — ¢}(¢)], minus
the amount of information that has been sent during the

t
last round trip time, that is / r;(7)dr. The time con-
t—d;

stant of the system is 7. = 1/k; the transient dynamics are
practically exhausted after 47.. Setting & = dl provides

monotonic convergencein 4 round trip times. Notice that
the convergenceto steady state is monotonic (without over-
shoots) sincethe closed |oop dynamicisfirst order (see[22]
for the explanation). This property is important to prove
loss free operation, since the absence of overshoots means
that the buffer cannot overflow.

Control Eq. (7) can be transformed from rate to window
formulation by multiplying both sides of Eq. (7) by d ;. No-

tice that using & # A would make the conversion to a
window form of the control less strai ghtforward.

t
Recall that B,, £ ¢! — ¢!(t) and W, = / ri(T)dr.
t—d;

B,, is directly measured by the routers and forwarded to
the TCP destination. 1¥/,,, the number of outstanding pack-
ets (bytes) is known by the TCP source. Thus, the imple-
mentation of the GWA scheme through Egs. (1) and (2) is
straightforward.

4 PROPERTIES OF GWA AND MODELING
APPROXIMATIONS

GWA-TCP as outlined in section 3 has several appeal-
ing properties. GWA always ensures zero loss probabil-
ity, regardless of the statistical fluctuations of the distur-
bances ¢;(t). This means that there are no losses even if
somewhere along the path the bandwidth goes abruptly to
zero. This property holdsfor any buffer capacity (see[22]).
The buffer size only determinesthe link utilization, that is,
a buffer capacity equal to the bandwidth-delay product is
necessary to ensure full link utilization; in this case thelink
utilization reaches 100% after one round trip time. For any
router in the network the minimum buffer size S 5" needed
to ensure 100% utilization is expressed as:

N
Sin > N7 gmax . gmax < ¢ gt ®)

i=1
where N is the number of connection; ¢*** and d;"** are
upper bounds on disturbances and delays?; ¢; is the link

2Both disturbances and delays are limited in any real network, so that
this condition isindeed not alimiting factor.
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capacity and d* is an upper bound on d*** Vi, i.e., the
maximum of the round trip delays over all connections.
Note that the first inequality of Eq. 8 states the well known
condition for full link utilization of traditional TCP imple-
mentations. Thus, GWA-TCP does not require additional
network resources to work properly. The second inequal-
ity gives an upper bound that can be used for router buffer
dimensioning. This bound depends only on the local link
speed and not on the speed of other links in the network.
Hence, the buffersin routers supporting GWA-TCP can be
dimensioned with referenceto local parametersonly.

The above properties can be rigorously verified in our
model. However, the real system does not correspond ex-
actly to the model. There are features in the rea sys
tem which require a reinterpretation of these properties,
namely: i) the discrete (instead of continuous) behavior;
i) the effect of transient TCP dynamics®.

TCP behavior isintrinsically discrete, due to the packe-
tized transmission of information. The difference between
the fluid flow model and the real system can be expressed
as sampling and quantization noise. Because of this, it can
be expected that the real system needs a buffer larger than
what predicted by theory in order to reach 100% link uti-
lization. Besides, at steady state, the behavior can be af-
fected by small ripples due to quantization: both the TCP
transmission window and the network buffer occupancy
may present small oscillations around the equilibrium point
(while the theory predicts monotonic convergence).

Regarding slow start and congestion avoidance, both of
these features have the effect of reducing the transmission
window size (with respect to what is advertised by the net-
work) during theinitial phase of a connection. Since GWA
guarantees zero loss, slow start and congestion avoidance
will not be triggered during steady state transmission (ex-
cept for infrequent losses due to link errors®) and thus will
not play a major role. One effect of this “reduced offered
load” is that full utilization is not reached after one round
trip time; however thisis a negligible performance | oss.

5 BUFFER MANAGEMENT POLICIES

The control algorithm outlined in the previous sections
leaves one degree of freedom in the choice of the target
queue level ¢!. In this section we analyze three different
buffer management policies.

3Slow Start, Congestion Avoidance, Delayed ACKs and all the other
protocol characteristics are in general non-linear, and make it difficult to
mathematically analyze the closed loop dynamics. Notice that GWA prop-
erties ensure that, apart form the initial transient, Slow Start and Conges-
tion Avoidance phases should be triggered very rarely.

4We assume a wired network model, with negligible loss due to link
errors. If the path includes wireless segments with interference and error
losswhich are not locally protected, GWA-TCP proper operation requires
that Slow Start and Congestion Avoidance mechanisms be turned off.

Routers with per-flow RR queuing discipline. We assume
that GWA IP routers implement per-flow queuing. Let B,
be the total buffer size and ny be the number of active
flows. Let i identify the flow and ¢;(t) the queue length
of flow ¢ at time t. Then the buffer allocation scheme at
the i-th router simply consists in setting ¢! = n?(it) and

assigning to thefield B,, ; of each packet the value

7 40

where B,, ;1 is the value assigned by the router one hop
before along the path and n ¢ (t) is the value of ny at time
t and is measured by the router. A simple measurement
(which ensures reasonable performance if the number of
flows does not vary too quickly in time) is a geometrically
decaying time average:

B, ; = min {Bn,i—h [

ny(t) = ang(t —7) + (1 — a)nf(t) 9)

where 7 is an appropriate measure interval, a < 1 isthe
decaying factor and n%(t) is the number of active flows
observed during the interval [t — 7,t]. Flow identifica-
tion can be obtained either through the optional flow la-
bel, or by assuming a different flow for each association
of source address and destination address. Notice that how
flows are identified does not affect the performance of the
control. The optimal choices of a and = depend on link
speed, buffer size, and traffic characteristics. A conserva-
tive choice, i.e., both « and 7 quite large, say a = 0.9
and 7 = 0.1s, generally leads to an overestimate the num-
ber of active flows (as shown by the results in section 6),
hence reducing the advertised buffer size. When the buffer
islarge enough, this conservative estimate has minor effect
on performance.

Routers with FCFS queuing discipline. In FCFS queu-
ing, the router does not keep track of the individual queues
q(t). Taking thisinto account and using the same notations
as above, the buffer alocation policy assigns the available
buffer to each flow by using the following estimate

o
B,,; = min {Bn,ih [Mw }

ng(t)

where ¢,(t) is the overall queue length at time ¢; n(t) is
estimated through Eqg. (9).

Though difficult to prove theoretically, this simpler
scheme still provides good aggregate performance. How-
ever, there is no way to enforce fairness among flows with
different round trip times. It can be expected that the
throughput of individual connections is inversely propor-
tional to their round trip time.

Bandwidth Aware Routers.  Both queueing disciplinesde-
scribed above have the disadvantage of requiring large
buffers to ensure full link utilization. One possibility to
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overcamethisimpairment isthe use of available bandwidth
measurements, as shown in[19, 20]. Indeed, letting v;
be the available bandwidth for connection i, we set the ¢!
equal to the bandwidth delay product v; - d;; we can view
v; - d; asa"“virtual buffer” space assigned to connection i.
Thus the resources all ocation strategy becomes:

@ (t) -‘ }
ng(t)
We namethisversion of GWA Bandwidth Aware TCP (BA-
TCP). BA-TCP hasthe property of driving the buffer occu-
pancy to zero at steady state.

The implementation of BA-TCP following Eqg. (10) is
not straightforward, since each router need to know every
connection delay d;, a condition quite hard to realize. A
simpler realization can be obtained implementing the con-
troller within TCP transmitters and delivering v; to sources
(see[19, 20] for details). If theround trip propagation delay
0; isused instead of d; (6; < d; for physical reasons), then
d;-min;(v;, ;) isalower bound to the transmission window.
Thislast bounding enables to disregard the buffer content,
since at steady state the buffer is empty dueto the transmis-
sion window bounding: therole of the buffer isnow only to
absorb transients due to changes in the available buffer or
in the number of connections. Results labeled “BA-TCP”
in section6 are obtained with this latter and very simple
implementation.

B,; = min {Bn,i—h ’VUi ~di — (10)

6 COMPARISON WITH TRADITIONAL TCP
IMPLEMENTATIONS

The performance predicted by theoretical analysis is
very promising; however both modeling simplifying as-
sumptions and implementation “shortcuts’ are potential
sources of performance degradation. Of particular con-
cern is the interaction between the GWA scheme and the
other TCP congestion control algorithms: timeouts, slow
start, congestion avoidance, etc., that must be preserved for
backward compatibility and robustness.

This section compares the performance of 6 differ-
ent TCP implementations and network congestion control
schemes, running on the simple network depicted in fig-
ure3. Both GWA-TCP and BA-TCP were implemented in
the ns-2 simulator®, developed at UC Berkeley within the
VINT project®.

The following extensions/modificationsto the basic ns-
2 infrastructure were made.

e TCP dynamic window advertisement;

5ns-2 is the last version of the simulator; al necessary informa-
tion and the software can be retrieved at the URL http:// ww»
mash. cs. berkel ey. edu/ ns/ ns. ht m ; the additional software
for GWA can be obtained from the authors

6See the URL http:// netweb. usc. edu/ vi nt for additional
information on VINT

ftp|
tin

<—> Dottleneck link

D hosts B routers

<~— other links

Figure 3: Network topology used for performance comparison.

e Introduction of the B,, optional field in the IPv6
header, plus the fields for BA-TCP as described
in[19];

e Implementation of Eq.(2) in GWA-TCP receivers,
and the additional control algorithm at the sourcein
BA-TCP,

e Implementation of IP routers which advertise B, or
the available bandwidth v;.

The 6 TCP implementations are:

e TCP-Reno and standard FCFS queuing I P routers, in
the sequel named Drop-Tail;

e TCP-Reno and RED IP routers[29], named RED;

e TCP-Reno with ECN (Explicit Congestion Notifica-
tion) capabilities[5, 6] and tagging RED |P routers,
named ECN,;

e TCP-Reno with GWA capabilities and per-flow
gueuing, RR IP routers, named GWA-RR,;

e TCP-Reno with GWA capabilities and FCFS queu-
ing IP routers, named GWA-FCFS,

e TCP-Reno with Bandwidth Aware GWA capabilities;
FCFS IP routers capable of measuring the available
bandwidth, named BA-FCFS

Simulations are run both in LAN and WAN scenar-
ios, with Telnet-like and greedy FTP applications compet-
ing for the bottleneck resources. The performance indices
considered here are the FTP throughput at the receiver af-
ter discarding the duplicated packets (i.e., the “goodput”);
the packet loss probability and the transfer delay of Tel-
net packets. Telnet throughput is negligible, thusit is not
reported.

With reference to figure3, simulation experiments are
run with N hosts, each one running both an FTP and a
Telnet application. All links are bidirectional, but the con-
nectionsare al unidirectional, so that on the backward path
the load is due only to ACKs and is very light. Referring
againto figure 3, the propagation delay between source and
destination i isT = ; + 73 + 7, and the round trip time

ETT



Generalized Window Advertising for TCP Congestion Control

experienced by the transmitter is d; = 27 + 7, where 7,
accounts for possible queuing delays both on the forward
and the backward path. The TCP MSS (Maximum Seg-
ment Size) is set to 1000 bytes. The timer granularity (i.e.,
the TCP ‘tick’) is 0.1, hence it is somewhat “faster” than
present day implementationsthat use val ues comprised be-
tween 0.2 and 0.5s.

Telnet applications generate M SS packets with average
interarrival time equal to 0.1s. This is an unredistic as-
sumption for a Telnet connection, but can be representative
of other time-sensitive applications. Indeed running simu-
lations with Telnet connections offering amuch lower load
would result in a set of results whose statistical properties
arenot reliable.

The tuning of RED router parameters proved to be a
non-trivial task. Parameter values must be adjusted to each
specific network configuration in order to get satisfactory
performance. In our experiments, the lower and upper
thresholds are set to 1/12-th and 3/12-th the buffer size,
respectively. The drop probability of RED increases lin-
early (from Oto 0.1) with average queuelength between the
lower and the upper thresholds. Above the upper thresh-
old, RED drops an incoming packet with probability =1.
For ECN, routers mark (instead of drop) the packets when
average queue length is between the two thresholds. Pack-
ets arriving, when average queue length is above the upper
threshold, are marked rather than dropped’. The other pa-
rameters are the same asin the RED experiments.

6.1 LAN ENVIRONMENT

LANSs are characterized by negligible propagation de-
lay (i.e., same order or less than the packet transmission
time). With reference to figure3, LAN experiments are
run with N = 10 hosts, T = 40 us, 7, = 30 us and
7, = 30us Vi. All link speeds are 100Mbit/s. The re-
ceiver's available buffer space is 64 kbytes. Simulations
arerun for 25s. Averaged results are computed after dis-
carding the first 5s of network operation, in order to avoid
biasing due to network transients.

Figure4 reports the goodput normalized to the link
transmission speed, so that the fair share of each connec-
tion is 0.1. Each plot has three curves: the middle one is
the average among all connections, while the upper and the
lower ones are the maximum and the minimum, respec-
tively. The spreading between these two latter curves is
indicative of the “unfairness’ of the network. The through-
put is generally quite good with any scheme. Regarding
fairness, al traditional implementations show some degree

"Inthe original ns-2 code we downl oaded, the ECN routers mark pack-
ets when the buffer is between the thresholds, but drop them when it is
above the higher threshold. We were not able to obtain satisfactory results
with this layout, while we obtained good results by marking instead of
dropping. Good results can probably be obtained also with further adjust-
ments of RED thresholds and drop probability for ECN (which we did not
attempt in our study).

of unfairness. Any GWA algorithm ensures perfect fairness
and full utilization even with small router buffer size.

Figure5 reports the packet drop rate (plot a) together
with the average (plot b) and maximum (plot c) delay ex-
perienced by Telnet packets. Each curve correspondsto a
different implementation. At steady state, GWA-TCP and
ECN yield zero losses. In fact, these three curves are over-
lapped in figure5(a). Drop-Tail and RED show losses that
decrease with increasing buffer size as expected. The be-
havior of Telnet packet delays can be explained by con-
sidering that the delay measured by the receiver includes
retransmissions. This is the reason why TCP implementa-
tions that do not avoid loss show very high values of the
maximum Telnet transfer delay. With GWA-RR, the delay
experienced by Telnet packets is merely the propagation
delay, since the individual queues associated with Telnet
connections will always be empty. With GWA-FCFS, both
the average and the maximum delay increase with buffer
size, since the aggregate queue stabilizes to a higher value
when the buffer islarge. BA-FCFSyields negligible delays
since it drives the overall queue length to zero. ECN Tel-
net delays are also very low. Moreover, from figure5(c) we
note that GWA and ECN maximum delays are in the mil-
lisecond range, while Drop Tail and RED maximum delays
are in the range of seconds.

Figure6 plots the transient behavior of an FTP connec-
tion window (left plots) and the bottleneck buffer (right
plots) during the first 3 seconds of the experiment, for
router buffer size = 120kbytes. The window size is mea-
sured and plotted every time a packet is sent and the queue
length is averaged over 0.01 second intervals. Small os-
cillationsin GWA are due to quantization effects (residual
buffer space is not a multiple of TCP packet size). Thein-
serts in the left plots show a magnification of the first 0.1
seconds, highlighting the initial transient behavior of the
network, and offering an insight that is not available from
steady state results. In particular, these results clearly re-
vead the interaction of TCP with the network congestion
reaction policy.

Drop-Tail and RED exhibit oscillatory behavior as ex-
pected. Somewhat surprising, is the fact that RED yields
a very large number of timeouts. We note 8 timeouts in
thefirst 3 seconds of transmission for the FTP under study
(only atimeout can halt transmissions for more than 0.25s).
ECN does not suffer packet drops at steady state; however,
it incurs multiple drops in a single window followed by
timeout at the beginning of the session. This has no im-
pact on steady state FTP throughput, but it may affect the
performance of applications exchanging small files.

GWA schemes exhibit very stable behavior, without
packet drops even during the initial transient. Steady state
is achieved within 0.5s. This value is much larger than
the value indicated by fluid flow analysis. The reason lies
essentialy in the difficulty of correctly estimating the ex-
act number of active flows during the early transmission
phase. Simulation experiments performed assigning the
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exact number of active flows ‘a priori’ show a shorter,
smoother transient, but this knowledge is unrealistic and
results are not included here.

Consider now the right column of figure6 (buffer size
behavior). The buffer occupancy at steady state is similar
in both GWA-RR and GWA-FCFS. If only FTP connec-
tions were present, the steady state level would be about
1/2 of the buffer size. This is explained by the fact that
the stable operating point for each TCP connectionis when
the advertised window is equal to the data transmitted but
not acknowledged. So, every time a packet is ACKed, a
new oneistransmitted. Since the propagationdelay is neg-
ligible, all the non ACKed packets are in the bottleneck
gueue. The equilibrium is reached when the buffer is half
full. The plotsin figure6 show asmaller buffer occupancy.
The reason is that Telnet connections offer less traffic than
the maximum allowed. Telnet connections detected as be-
ing active are counted in n ; and reduce the buffer occu-

pancy. As expected the buffer occupancy with BA-TCP is
closeto zero.

6.2 WAN ENVIRONMENT

Wide Area Network (WAN) behavior is influenced, if
not dominated, by propagation delay. Differencein propa-
gation delay between different connections may lead to un-
fairness: it iswell known that TCP throughput is inversely
proportional to the round trip time. When competing for
shared resources, longer connections are penalized. With
reference to figure3, WAN experiments are run by setting
the bottleneck link speed to 155Mbit/s (the speed of the
other links is 100Mbit/s). 75 = 7. = 5ms. The other
propagetion delays (7; in figure3) are uniformly distributed
between 1 an 10ms. The window scale option for TCP
window is activated, setting the maximum window size to
512kbytesto allow full link utilization.
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The average number of M SS packets (or ACKs) that are
outstanding in the network at any time is about 450. Both
GWA theory and heuristic considerations (see[24] for ex-
ample) tell that the minimum buffer space for satisfactory
network operation is around 500 kbytes.

Figure7 shows the average, maximum and minimum
throughput achieved by FTP connectionsfor the5 TCPim-
plementations. Experiments last 255, and results exclude
thefirst 5s. The average throughput performance over all
connections is generally satisfactory for al implementa-
tions. Perfect fairnessis achieved with GWA-RR and BA-
FCFS. Unfortunately GWA-RR requires a large buffer to
support full link utilization, as predicted by the theory. BA-
FCFS, on the other hand, exploits the virtua buffer pro-
vided by the propagation pipe and is does not suffer small
buffers. Indeed the same performance can still be achieved
with buffers as small as 64 or 128kbytes. The fairness
improvement as the buffer size increases for GWA-FCFS
is explained by the increased buffer occupancy and there-
fore increased round trip time (RTT) seen by TCP sources.
Recall that the throughput difference is proportional to the
relative RTT difference among connections. ECN fairness
behavior is due to the same reason, athough less evident
due to the buffer oscillations (see figure8).

The throughput performance is consistent with the
packet loss and delay results reported in figure9. The loss-
free properties of GWA and ECN implementations lead to
good delay performance of real time applications like Tel-
net. This is a definite advantage of both GWA and ECN
algorithms. Note, however, that while GWA guarantees
loss-free operation, the same can not be said for ECN. Due
to the large buffer size and propagation delays, the drop
rate for Drop-Tail and RED is quite low in this case, never
exceeding 10 3.

Figure8 show the window and buffer dynamic behav-
iorinaWAN environment for 2Mbyte router buffer. GWA
transient behavior is quite good, although a high frequency
ripple is noted, especially with the RR discipline. Thisis
due to measurement errors and jitters, both in n ¢ and in
the available buffer space. For this reason the RR imple-
mentation is more “noisy”, since the buffer measure is not
averaged over the connections. In addition, as discussed in
section 4, the discrete nature of the system can cause small
oscillationsthat add up to those due to measurement errors.
BA-FCFS shows once more the most stable and smooth be-
havior; notice that the buffer scale is 4 times larger than in
other cases to allow appreciating its behavior.

Drop-Tail, RED and ECN behave as expected. Notice
that there arefewer timeoutsherethaninthe LAN scenario:
In this case the packet drop rate for RED and Drop Tail is
lessthan 103, whileit was 1072 in the LAN experiment.

6.3 BEHAVIOR WITH MANY FLOWS

One of the concerns in traditional TCP implementa-
tions is the degradation of performance when the number

10

of connections competing for the same bottleneck becomes
large. Two recent papers[4, 30] highlight the problem and
give good explanation of this phenomenon. Essentialy,
TCP connections oscillate between timeout state and active
state. Besides, if a large number of flows are simultane-
ously active, their windows are small. Thisimpliesthat the
load offered to the network increases very fast even dur-
ing congestion avoidance, since the window is increased
by 1 packet for every ACK returned, up to the congestion
threshold.

The definition of what is a “large number of connec-
tions’ (or flows) is somewhat vague. However, both[4]
and[30] agreein defining the critical number roughly equal
to the total number of packets that can be stored in the bot-
tleneck buffer plusthe number of packet and ACKsthat are
“in flight” between source and destination.

Unfortunately, due to the limited scal ability of ns-2 and
the insufficient computer resources, it was impossible to
run true “many flow” experimentsin a WAN scenario with
155Mbit/s bottleneck link. To overcomein part this prob-
lem, and using again the network in figure3, al link speeds
are reduced to 10Mbit/s. Propagation delays are equal to
those given in section 6.2. The number of “in flight” pack-
etsand ACKsisaround 50; the number of FTP connections
is N = 100. Telnet connections are not simulated in this
case since the main focusis on throughput behavior.

The router buffer space ranges from 200 to 800 kbytes.
Thus, the sum of packet buffers and packets in flight is
aways larger than the number of connections. Strictly
speaking, we are below the “many flows’ threshold. How-
ever, the experiments exhibit the very pronounced unfair-
ness trends typical of the “many flows’ behavior. Simu-
lation experiments are run for 100s and the first 10s are
discarded as transient. Simulation runs are longer in this
caseto alow collecting statistically meaningful results for
all the connections.

Figure 10 reports the steady state results for the 5 con-
sidered implementations. Plots (a)—(€e) reports the average,
maximum, and minimum throughput; plot (f) reports the
drop ratefor al cases. Thislatter plot showsthat GWA and
ECN still ensureloss-free operation, while the drop rate for
Drop-Tail and RED are nearly three orders of magnitude
higher than when only 10 FTP connections were present.

Observing the throughput performance in plots (a)—€)
of figurel0, the limitations of binary feedback schemes
based on statistical principles become evident. On one
hand, the average throughput performance is excellent for
any TCPimplementation. In fact, full bottleneck utilization
is achieved in all schemes. On the other hand, when fair-
ness is considered, neither Drop-Tail, nor RED, nor ECN
provide satisfactory performance. Indeed plot (c) shows
that ECN works properly when the buffer can hold several
packets per connection. It becomes grossly unfair when
the buffer size is not large enough. Basically, some of the
connections never get a chance to transmit. We did not
attempt a careful optimization of the ECN and RED pa
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Figure 7: Receiver throughput for the 5 considered implementations versus the router buffer sizein WAN environment.

rameters. Thus, we are not claiming that these schemes
do never work properly. However, we wish to point out
that the results suggest at the very least the need of rather
sophisticated, configuration dependent, tuning of the RED
router parameters.

Both GWA implementations perform remarkably well
in a“many flows’ situation, with full link utilization and
perfect fairness. Moreover, in comparing figure 10(e) with
figure7(e), one is surprised to find that GWA-FCFS fair-
ness actually improves when increasing the number of ac-
tive connections and reducing the available bandwidth. The
reasonisthefollowing. When few connectionsshareahigh
bandwidth link, like in figure 7(e), several packets per con-
nection are “in flight” within the network. If the buffer is
not very large, the number of queued packets is smaller or
equal to the number of packets“in flight” (see for instance
figure8). In this case the throughput obtained by each con-
nectionisinversely proportional to RTT, leading to unfair-
ness. When there are many connections sharing a smaller
amount of bandwidth, each connection has at most 1 packet
in flight in the network: in the case considered here there
are about 50 in flight packets and 100 connections. The
number of queued packets is larger than the number of in
flight packets. The FCFS queuing delay has an equalizing
effect of RTT and therefore on throughput.

7 CONCLUDING REMARKS

The Generalized Window Advertising (GWA) ago-
rithm presented in this paper is a new approach to TCP
congestion control. The scheme relies on the coopera-
tion between P network entities (routers) and host based

TCP entities. The window control algorithm is based on a
classical control theory approach known as Smith Predic-
tor. While the original Smith Predictor scheme requires
the knowledge of the round trip time, the paper shows
that such explicit knowledge is not needed in TCP, since
it is sufficient to monitor the amount of data that has been
transmitted, but not yet acknowledged. This value is nor-
mally monitored by TCP. The theoretical analysis requires
per flow queuing, but the paper shows that even FCFS
routers can achieve satisfactory performance, greatly re-
ducing complexity (and cost) of GWA implementation.
A modified version of GWA, based on available band-
width measures and named Bandwidth Aware TCP, over-
comes what is probably the only drawback of GWA: the
large buffer requirements within routers. BA-TCP ensures
smooth and fair network operation under any circumstance,
while maintaining buffers almost empty.

All GWA schemes presented were implemented in the
ns-2 simulator, and they were compared with traditional
TCP implementations and buffer management schemes.
Results show that GWA in genera attains a more stable
network operation as well as a higher degree of fairness.
It guarantees a loss free operation as predicted by the-
ory. Throughput performance depends on propagation de-
lays and router buffer size; in typical operating conditions,
GWA ensuresfull link utilization.

GWA is backward compatible with all TCP versions.
Namely, GWA- and non-GWA TCP hosts can always com-
municate with each other. In addition it does not require
extensive modifications to the existing protocols.

Manuscript received on February 10, 2000
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