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Abstract— Nowadays the Internet is changing from being we can't inspect the feedback packets because they are
only an efficient platform for data delivering to become a encrypted.

major platform for many other applications such as Voice ove In order to carry out the investigation, we have set up

IP. The stability of the traditional data Internet is due to the | | testbed wh diff t network t h
congestion control algorithm developed by V. Jacobson forhte a local testbed where diiferent n€twork parameters such as

TCP. However, the TCP congestion control is not optimal for link delays and capacities, loss rates and queue sizes can be
VolIP applications because of its retransmission mechanismnd  varied. All those variables are candidate for being inpats t
additive increase multiplicative decrease sliding windoveontrol.  the controller. In particular, to identify the controllerputs

As a consequence, VoIP applications often employ propried \ye have designed a proper set of experiments to evaluate the

and hidden congestion control algorithms executed over the f Sk . of h
UDP protocol. In this paper we focus on Skype audio, which is response o ype to any input. course, we expect that

the most known and used VolP application, in order to derive a  SOme of these inputs will have stronger effects on the output
mathematical model of its congestion control algorithm. Tathe  of the controller (like the available bandwidth and the pEck
purpose, the controller input/output variables are first identified  |oss rate) whereas others will have weaker ones.

and then their dynamic relation is described in the form of In [3] we have shown that Skype reacts to network

a hybrid automaton. Main findings are: (1) Skype does not . . . .
implement a delay based control; (2) the loss ratio is the mai cOngestion by reducing the sending rate, thus being able

input that affects the sending rate; (3) the sending rate mathes 0 match the link capacity to some extent. In this work

the available bandwidth with a finite error. we propose a mathematical model of how Skype tracks
the network available bandwidth. In particular, we idgntif
|. INTRODUCTION the controller inputs and outputs and we propose a hybrid

Skype is by far the most used Voice over IP (VolP)automaton to describe the controller switching dynamics.
application, with an ever growing user-base which today The rest of the paper is organized as follows: in Section
counts more than 10 million concurrent users. This expeosiil We present an overview of the literature on modeling
growth poses challenges to telecom operators and ISPs béfingestion control in data networks, which mainly concerns
from the point of view of business model and networkhe TCP congestion control; in Section Ill we describe
stability. the experimental testbed that has been set up in order to

Skype is a closed source application, which employs &vestigate the Skype congestion controller; in Sectionvi/
proprietary protocol that is hidden by using AES encryptior$h0W the effects of the candidate inputs on the output of the
[1]. Some efforts have been spent so far to investiga@ntroller; in Section V we present a mathematical model of
the features of the protocol by using reverse-engineerirgkype sending rate when congestion occurs and we derive
techniques [1]. a hybrid switching dynamic model of a Skype flow when

In this work we do no not address the Skype signallingccessing a bottleneck; a stability analysis is also ahoig.
protocol (call establishment, call teardown) already acfinally Section VI concludes the paper and outlines further
dressed in [2]. We instead focus on Skype congestion contrégsearch work.

i.e. on how Skype adapts its sending rate in the presence I
of variable network conditions. The issue is complex for o . ) )
several reasons: (1) the protocol behaviour is hidden by AES Nowadays, the efficient transport of multimedia flows is
encryption; (2) the input variables that drive the conepll & hot issue due to the booming of applications based on
are unknown; (3) it is very much reasonable to conjectur’é‘ummedia content delivery. In this area Voice over IP glay

that the controller implements a complex switching dynamic@ key role as it is shown by the success of Skype application
due to the use of if-the-else decisional blocks. for end users and by the large deployment of SIP-based

We will start by considering Skype as it is: a pure black1€tWorks. _ _ o _
box of which we do not know the controller inputs and [N spite of this explosive growth it is not clear what will
be the impact of multimedia traffic on the stability of the

Luca De Cicco is a PhD student of Dipartimento di Elet-Internet when a very large amount of this traffic will popelat
trotecnica ed Elettronica, Politecnico di Bari, Via Orabod, Italy the network. The main driver of Internet stability is the

| deci cco@oliba.it . .
Saverio Mascolo is a Faculty member of Dipartimento di EIet-TCP congestion control algorlthm developed by V. Jacobson

trotecnica ed Elettronica, Politecnico di Bari, Via Orahod, Italy for data delivery [4]. However, TCP is not well suited for
mascol o@ol i ba. i t o _ audio/video delivery due to retransmissions mechanism and

Vittorio Palmisano is a PhD student in Dipartimento di Elet- lidi ind LA di d vid
trotecnica ed Elettronica, Politecnico di Bari, Via Orahod, Italy sli 'ng V_V'n ow control. As a consequence, audio and video
vpal m sano@ol i ba. it applications are run over the UDP.

. RELATED WORK



throughput and loss rate are defined as follows:

| : 3 goodput— Asent — Aloss throughput= Asent
! i ! AT ’ AT
: ‘ loss rate= Aloss

l 1 ! AT

where Asent is the number of bits sent in the perigsll,
Aloss is the number of bits lost in the same period. We have
Fig. 1. Experimental testbed employed in the investigation considered\7T = 0.4 s in our measurements.
Our testbed is able to log jitter, RTT, packet loss ratio
as declared by the Skype application in the “Technical Call
Mathematical models have played a major role in unmfos” tooltip.

derstanding the fundamental properties of large scale andrinally, it is worth noticing that Skype flows are generated
complex communication systems [5]. Up to now the only;sing always the same audio sequence by hijacking audio
congestion control algorithm for data networks that hago!. From now on, theRTT of the connection is set at
been modelled is the standard TCP congestion control angpms and the queue size is set equal to the bandwidth

its variants [6],[7],[8],[9],[10]. This is due to the fachdt delay product unless otherwise specified.
the proposed TCP congestion control algorithms are fully

disclosed and well described in scientific literature and in V- EXPERIMENTS TOINVESTIGATE THE SKYPE
standardization bodies such as the IETF. CONGESTION CONTROL

On the other hand, in the case of audio or video ap- As we have already mentioned in the introduction, mod-
plications over the Internet, hidden proprietary protscoleling the adaptation algorithm employed by Skype to match
are executed over the UDP protocol. The only exceptionetwork available bandwidth is made complex by the fact
is represented by the TCP Friendly Rate Control (TFRGjat the source code of the application is not available and
protocol which is currently being discussed within the IETRhe application uses a proprietary and undisclosed communi
as a possible congestion control algorithm for multimedigation protocol which is hidden by means of AES encryption.
flows [11][12]. In particular the Small Packet version of In this investigation we consider the Skype sending rate
TFRC has been proposed in order to be employed for Vol&s the output of the controller dynamics we are trying to
applications [13]. In spite of this effort, as a matter oftfac model. At first we will determine what are the inputs and
all commercial audio/video applications run over UDP andéhen how do they affect the output. We will consider as
we conjecture that they implement some congestion contrppssible inputs to the controller the following variabl@s:
algorithm at the application level. the end-to-end round trip time (RTT) experienced by the

In [3] we have found that Skype implements congestiogonnection; ii) the packet loss rate. It is worth to notice
control functionalities which are able to match the avadab that, since those two variables can be measured end-to-end,
network bandwidth to some extent, while exhibiting persisthey are often employed in congestion control algorithms as
tent losses. feedback signals to detect network congestion.

At our best knowledge this is the first attempt to derive For this reason congestion control algorithms are often
a mathematical model of the congestion control algorithrilassified as follows: iflelay-basecalgorithms, which infer

used in VoIP applications such as Skype. congestion by monitoring either the one way delay, the end-
to-end round trip time (RTT) or the queueing delay (exam-
I1l. EXPERIMENTAL TESTBED ples of congestion control also belonging to this category

| der to i tigate how Sk dats t iati .are Fast and Vegas TCP [15],[16]); i0ss-basedlgorithms,
h order [o investigate how Skype adapts o varations 1} yicp jnfer congestion based on packet loss events such as

the available bandwidth we have set up a local testbed USIg o case of TCP NewReno [17], which is the congestion

a measurement tool we have developed._ we have_ rOmsgntrol standardized by IETF and its variants; iijxed loss
all packets generated from Skype application to the ingreg;

d f h host it is sh in Fi 1 hd delay basedlgorithms, which use both delay and packet
queuesq andqgs Of each host as 1t 1S Shown 1N FIQUTe L. ,qc0q a5 feedbacks such as in the case of recently proposed
The measurement tool allows delays, available bandwid

and buffer size of each queue be set by the user. It is worth P Compound [18].

ticina that the d ibed set ol ‘ lat Figure 2 shows a schematic of the system: the receiver
noticing that the described se-up implements an emulated yitors the feedback variables like round trip tiR& T (¢),
environment similar to that of Dummynet [14], the only

. . : Moss ratioi(t), (as it is shown in the technical info tool-
difference being that in our case we can use two hosts msteﬁlgof Skype) and periodically sends these information back
of(t)hree. hh h ) led Sk q h to the sender by piggybacking them on data packets. The
n eac .OSt we have installe yrs @n We NAVe  sender receives feedback data and adjusts the sending rate
collected logfiles by tracing the per-flow data arriving talan r, (1) accordingly by throttiing both packet size and packet
departing from the queue. By comparing data at the input %Fending rate
the queue and at its output, we have been able to compute '

packet drop rates and goodputs for Skype flows. Goodput,'Skype DSP hijacker: http://195.38.3.142:6502/skype/
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Fig. 2. Schematic of a Skype audio call over the Internet
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ime (s) drops, the loss rate increases to a peak valugikb/s
whereas the sending rate reduces to less takb/s in
Fig. 3. Sending rate and loss rate in the presence of squareavailable  aroundd( s. By observing this behaviour it is very reasonable
bandwidth 0f200 s period . . .
to conjecture that Skype implements a form of congestion
control algorithm that reduces the sending rate when a high
acket loss rate is measured. We will return soon on this
] gzature by investigating how Skype behaves in the presence
f packet loss rates.
When the link capacity increases (i.e.at= 400s) the
put rate ramps up t00 kb/s again in around0s.
In order to find out the Skype controller dynamics, we
ave captured both packet sizes and packet sending rate over
time (see Figure 4). By comparing the two figures it can

loss ratiol(t) influence the sending rate(¢). Finally, we ?e nptlcedhthats'l[(he pzcket sending rate dr(r)]ps n ahstep-llllze
will conjecture and verify a simple model for the Skype l.mCt'.onW en Skype detects con.gesyon, whereas the pac et
: size is decreased slowly, resulting in the slow adaptation
sending rate controller. : .
to the available bandwidth we have dealt above. It seems

Before starting to report our results, it is worth noticing t ¢ part of Sk " ol | ; 4 b
that Skype version we have used employs the adaptive codé-ia‘;ll MOst part of Skype congestion control IS pertormed by

iSACZ and iLBC® both developed by Global IP Sound. thr(_)ttling th.e pack_et sending rate, whereas the packetisize
varied for fine tuning.

A. Skype dynamics over a square form wave available band-
width ype dy d B. Skype over lossy link: throttling the loss ralfia)

In order to derive how the feedback signal affects th
Skype sending rate we consider step-like inputs which
a basic practice when trying to investigate the dynami8
behaviour of a system. In particular we will start by in-,
vestigating Skype flows when in the presence of squarg]
wave available bandwidths to figure out the effect of networh
available bandwidth on the Skype sending ra€¢). Then
we will study how variable link delay?7T'T'(t) and packet

In the previous section we have shown that Skype reacts
rate reacts to sudden changes of available bandwidth. bandwidths shrinking by decreasing the packet sending

employ an available bandwidth that varies as a square walie and thﬁ packet Size to adz;:pt to _the Zvalla%edb%ndwdth.
with maximum valueA,; = 160kb/s and minimum value However, the experiment we have just described does not

A,, = 16kb/s (see Figure 3). reveal the inputs of the congestion controller either the

We have run the experiment by setting the period of thgongestion control category to which Skype belongs, iss lo

square wave equal t@00s, which happened to be Iargebased, delay based or both. For pursuing these goals, we
enough to show all the transient dynamics now investigate the influence of packet losses on the Skype

Figure 3 shows that Skype decreases the sending rate Wﬁgrlpdmgdrate. ; he i L h | -
the link capacity drops from the valud,, to the value n order perform the investigation, the emulator injects

A,,. The Skype flow takes approximately's to track the packet losses which vary as a square wave having a max-
imum value ofly; € [0,1] and a minimum value of.

2http://ww.gipscorp.com/files/english/datasheetsGIzlf The. RTT is set to100 ms. We have I_ogged the |OS_S ratios
3http://mww.gipscorp.com/files/english/datasheetsLgdf as it is reported by the Skype application “Technical Call

This scenario aims at showing how the Skype sendin
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Fig. 5. Sending rate, loss ratio, packet rate and packetisitee case of
a square wave packet loss ratio with {g) = 0.2 and (b)l,; = 0.4
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Fig. 6. Sending rate, loss ratio, packet rate and packetirsitee case of
a variable link delay

estimate of the loss ratif(t) looks like a filtered version
of the actual loss ratié(¢) which has been set by using our
emulation tool; ii) more interestingly, it seems that thgnsil
i(t) drives the sending rate;(¢) in a roughly proportional
way following as it can be argued by looking af(¢) and
i(t) dynamics; iii) in the case ofy; = 0.4 (Figure 5 (b))
the sending rate is kept at its maximum value of around
100 kb/s even wheri(t) reaches). We argue that in this case
Skype conservatively keeps on the FEC action for roughly
40 s because it measures a high value of losses. Other
experiments have shown that such a behaviour is followed
when iy, > 0.3, so that we can argue that Skype uses a
threshold ofi,; between0.2 and 0.3 to switch from one
behaviour to the other.

Finally, it can be said that, due to the fact that the sending
rate is not decreased when packet losses are detected, Skype
does not employ a loss-based congestion control scheme.

C. Skype over variable delay link: throttling the round trip
time RTT'(t)

Info” and we have reported them in the next figures. We |n this section we investigate the effect of the end-to-end
have considered a packet loss ratio which varies as a squagetay on the Skype sending rate. To the purpose we vary the
wave with period 0f200 s and maximum values in the set|ink delay as shown in Figure 6 and we set the packet loss
{0.1,0.2,0.3,0.4,0.5}. Due to space constraints, we onlyratio to 0. The available bandwidth is made large enough

report the most significant figures obtained fgf = 0.2
andl,; = 0.4.

in order not to generate congestion on the link. The figure
clearly shows that even very large variations in RIET (the

last variation is3.0 s) do not produce any effect on the Skype
sending rate. Thus we can also exclude that the application

Figures 5(a) and (b) show two different behaviours ofmplements a delay based congestion control algorithm.
Skype in the presence of persistent losses on the link. InWe have performed experiments in which the loss ratio
both cases Skype reacts to a persistent loss by increasiig) and RTT(t) vary as in-phase square waves with the

the transmission rate, i.e. the throughput. By looking &t thsame period T =

200), but we do not report the figures

packet size over time, in both cases we can see that whenl@e to space constraints. Interestingly, we have found that
persistent loss is detected the packet size is increaseésl. Tthe FEC action is inhibited when th&7T'T increases to
fact suggests that Skype employs a Forward Error Correctidts maximum value. Therefore, it can be concluded that the

(FEC) scheme in order to cope with persistent losses.
Figure 5 reveals other interesting facts:

RTT influences the behaviour of the FEC action when in

i) the Skypthe presence of lossy links.



V. THE SKYPE CONGESTIONCONTROL MODEL A

Predicted thr. — — — Av. Bandwidth 1

A. Modelling the Skype congestion control E 1:2 : 7 : 1 ‘ T

In Section IV-A we have already shown the behaviou o o avs o so0 o0 1200 1400
of Skype in the presence of a variable link capacity an .- — ‘ ‘ ‘ ; .
we have found that Skype is able to match the availabl § 1 1
bandwidth to some extent after a significant transient time. € osr- k; M M .
this subsection we provide a mathematical model to descrit 9 200 400 500 200 oo 1200 1200
the dynamic behaviour of Skype. iF w w \ .

We make the hypothesis (confirmed by the large number g | L L |
experiments we have run) that the audio codec employed |
Skype is multi-rate so that the encoder can select andéng .. % 200 400 600 800 1000 1200 1400
|eV€|SLk:{L1,L2,...,LN} with L1 < Ly < ... < Ly . %500 ! 'f ! 2 ! I
Moreover, we assume that the Skype adaptive codec is al § . e o o
to select the most appropriate mode according to some met g mwmmwm
which should be the analogous of Carrier to Interferende rat £ % 200 400 600 800 1000 1200 1400

(Ch) in the case of Adaptive Multi-Rate Wide Band (AMR-
WB) encoder [19]. Let(¢) denote the switching law and let
L, be the encoder level at time It is very reasonable to Loy = Lot
assume that the switching laift) is implemented by using i(0)=0
if-then-else clauses, thus being very difficult to be idkef.

We make the hypothesis that the Skype control law of
the sending rate in the case of congestion is ruled by the
following equation:

rs(t) = (1= 1) - (1 + f() Ligy) @

where f(t) € [0,1] models the FEC action, meaning that
when f(t) = 0 the FEC action is off and whelfi(t) = 1
the FEC action is at maximum. Basically, we conjecture that
the switching functioni(t) selects the layer.;,, based on
the network conditions (RTT, jitter, loss ratio) and theerat Fig. 8. Skype VoIP hybrid system model
is shrinked as much as the filtered loss rdfi suggests.
It is worth noting that (1) is able to explain the normal
behaviour of Skype when no congestion or losses occur i.e.It is worth to notice that the Equation (1) allows us to
when f(t) = 0 andi(t) = 0 when the sending rate resultsexplain the long transient time that we have reported in
rs(t) = L;(4) (see Figure 6). Section IV-A. The main driver of the Skype sending rate

We have run a set of experiments using a square waig in fact [(¢), which is a low-pass filtered version E)f the
available bandwidth with maximum value af0kb/s and actual loss ratid(t). The long transient exhibited bj(t)
minimum value of16 kb/s with a period 0f100s. We have (see Figure 5) affects the sending rate response to coogesti
shown the obtained results in Figure 7. In order to verifyvhich is somewhat slow.
Eqg. (1), we have conjectured the FEC actifft) shown
in Figure 7 and we have supposed thaf,, is set to B. The Skype Hybrid Automaton
54 kb/s during the experiment. Figure 7 shows both the Skype Building upon the results obtained by the investigations

measured sending rate and predicted sending rate using Eqésented in Section IV, we model the Skype VoIP send-

1). It can be seen that the model nicely predicts the Sk
ge)nding rate cely pred yi%rg rate using thehybrid automatonshown in Figure 8.

Now let us focus on the conjectured behaviour fdf) In particular, the sending rate can exhibit three different
shown in Figure 7: the FEC is kept off until the firstdynamICS d_ependlng on th_e sFa& (i = 1_’2’3) of the
bandwidth increase happens @at= 400s. We conjecture automaton: in the stat&;, which is characterized by normal

that Skype infers a bandwidth increase when the RTT (ﬂetwork conditions, i.e. no congestion occurs and no losses
the connection suddenly decreases and it triggers a “pgobifi™® Present, the sending rate is kept unchanged; in the state
phase”. Moreover, we think that Skype increases the FE¢2: Which is triggered when Skype realizes that the network

value when probing for bandwidth since losses can occGPPacity has changed and congestion occurs, the sendéng rat

during this phase. Figure 7 shows that the FEC action |§ throttled using (1); in the stat, which is triggered When .
reduced to0.2 when(t) reachesd, and is then turned off I(;)sses arle preslgrllt but are not due to r;]etwork congestion (i.e
later wheni(t) is detected not to grow. ue to a lossy link, see Section 1V-B) the FEC actjfin) is

used in order to counteract the losses which Skype attsbute
4The boolean expression evaluated in the if clause can belesmp to a lossy link.

Fig. 7. Comparison between the actual and predicted ratey . (1)




In this Section we propose a hybrid automaton to model a
Skype flow accessing a single bottleneck link characterized
by an available bandwidtl(¢), a drop tail queue whose
maximum size isy); and a round trip tim&” which is the
sum of the delay of the forward paffy and the delay of the
backward patis . In the following we will denote wither
the signalz delayed?” seconds and we will omit the time ' _
dependence of the signals for brevity. The evolution of thé\'ﬁ' %‘euzhe hybrid automaton modi of a Skype flow accessing a drop
gueue can be modelled by the following differential equatio a

[9]:

. |0 qg=0,r<borq=qy,r>b @ Proof: Let us focus on the systel which holds when
9=\ r—b otherwise the queue is full, i.e. when congestion occurs. By imposing
wherer is the queue input rate. The queue overflow rate ! = 0 we obtain the equilibriuni/*, ¢*) which corresponds
can be modelled as follows: to the autonomous system obtained when the steady state
b o= b inputs areb*, L* and f*:
0= q - q]\'f.7 (3)
0 otherwise 1 1[* 16 1 - 0=
which means that when the queue is full the exceeding input T T TLY 114 f*
rater — b is dropped [20].
Let us now consider the model of the sending rate of a o b*
Skype VolIP flow: equation (1) means that the Skype sending N L*(1 4 f*)

rate r, is mainly driven by the signal which is a filtered A

version of the actual packet loss rafie= o/r measured at It is worth to notice thatl* € [0, 1] since the inequality
the sender after the deldf,. Based upon experiments web* < L*(1+ f*)) holds.

assume that Skype filterls,, using a first order low pass In order to prove the stability of the equilibrium we

filter with a time constant: employ the direct Lyapunov method. By using the Lyapunov
P 1. 1 function V(1) = (I — [*)? we obtain after straightforward
b= _;l + ;ZT2 computations:
which by considering that = o/r turns out: o 1(1—020—]—j*
g iy = La=re-i-i)
l=—-l+-2 (4) T -1
T TTT,

which is definite negative sindec [0, 1]. [ |

B bstituti 1 d (3) in (4), aft traightf d . .
y substituting (1) and (3) in (4), after straightforwar Lemma 2:The systen®; has a unique equilibrium point:

computations we obtain:

*=0;4q"=0 @)

. _1_ 1 br, _
= { fl_;_A;_T(lflATQ)(lifTQ)LQ q=qm, r>Db
fo=—11 otherwise when b* > (1 + f*)L* which is globally asymptotically
) () stable.

Letz = [l ¢]" denote the state of the system. Itis  proof: The lemma is proved by observing theg is
simple to show that the state dynamics of the considerggd|inear system with one eigenvalue that is always strictly
system can be described by means of the three state hybﬁ@gative. -
automator{ which is shown in Figure 9. In particular, the | smyma 3: The hybrid automatori{ has a sink stat&;
stateX; holds when the queue is empty and the input rate ig ;« (1+ f*)L* and a sink stat&, if b* > (1 + f*)L*.
below the link available bandwidth, the dynamics of state is  pryof: et us consider the first part of the proposition
described by>l; vv_hen the queue is neither full nor empty;, hich assumes* < (1+f*)L*. The proof starts by showing
the state; describes the evolution of the system when thg, ¢ for any initial conditior{/o, ¢0), the state dynamics of the
queue is full and the input rate is larger than the availablgyig automaton enters the statg and remains indefinitely

bandwidth. _ o _in this state, i.eX; is asink state. To this purpose we find
Lemma 1:The systen®; has a unique equilibrium point: reachability set of{.

. b* Let us fook at Figure 10 (a) that shows the phase plane
U=1—57m—5: 40 =au 6) X ={l,¢g:0<1<1,0<q< qu} partitioned in two
L*(1+ f*) . S .
zonesZ; andZ, depending on the sign df It results that if
whenb* < (1+ f*)L*. Considered the system with no delayr > b then the queue builds up (zotte = {(l,q) € X : I <
the equilibrium is asymptotically stable for perturbason1—b*/(1+ f*)L*,q # qu }) otherwise the queue is drained

Al € [0,1]. (zoneZy = {(l,q) € X : 1 >1-0b"/(1 + f*)L*,q # 0}).




. w1 ﬁ A otherwise the state of the hybrid automaton will follow the
am , ) M path s — 3. In either the cases if the hybrid automaton

I e starts fromX, the state will end i3 that is, the queue fills
: Pc0 up and packet losses occur.
| i<0 In order to conclude the first part of the proof we need
I 22 to show that if we initialize the system iR3 the state of
: H will remain in X3. In Lemma 1 we have shown thai;

T [ S 5, ™7 has one equilibrium point that is asymptotically stable so
(@) (b) that the trajectories are attracted by the equilibrium. \&ke ¢

conclude that if we initialize the automaton in thy state
Fig. 10. Qualitative phase portrait of the Skype state spacdel when the evolution of the system will always be B3 and will
@b <@+ f)Lior(0)b>(1+f)Ls not be able to switch to another state.
The second part of the proof which states that is a
sink state ifo* > (1 + f*)L* follows the same arguments

It is easy to show that if we initializé{ in the stateX, o haye developed in the first part and it is omitted due to

(the queue is empty and < b) the state evolution is given

_ space limitation. [ |
by: Proposition 1: By considering the equilibrium inputs®,
i — et @) L* and f* the hybrid automaton shown in Figure 9 has the
0 following equilibrium state:
qg = 0 )
. . / b*
where the initial condition ig/, 0). The state ofH remains "=1- IEEN DR " =qu (12)
in ¥, provided that < b i.e. whenl > 1 —0b*/(1+ f*)L*. (L+F)
The state switches t&, at the time: if b* < (1+ f*)L* and:
b* T *
t1 o =—7log (1 — ——— "=0;¢"=0 (13)
e Og( (1+f*)L*>

. . o _ otherwise. Considered the system delay free sysiem=(0)
It is worth to notice that the switching timg_.» is always ot the equilibria are asymptotically stable.

positive, so that we can conclude that if we initializéin Proof: From Lemma 3 we know that if < (1+ f*)L*
the X stqte, thelonly reaqhable statedis. Moreovgr, SiNC theny; is a sink, so that for any initial conditio(fo,qo) c
the state is now in the regiafi; the queue must build up, SO ¥ the state must end ;. Moreover, in Lemma 1 we

that the only reachable state froby is now 3. Thus, we  56yeq thats, is an asymptotic stable equilibrium (12), so
can conclude that it{ is initialized in¥; the only possible {4t we can conclude that for ar@o, %) € X the state will

evolution of the state i¥; — Xy — Xs3. asymptotically converge to (12).
Let us now focus on the states that can be reached startianwe assumeé* > (1+f*)L* following similar arguments

from 5. We will show that if we initializeH with -, that

e ) we can conclude that for any arfi, ¢o) € X the state will
is (lo, q) € Z1 U Z5 the state of the hybrid automata can

_ s e asymptotically converge to (13). |
go either toX; or to X3. The evolution of the state is given Proposition 2: The controller employed by Skype is not
by: able to counteract congestion episodes unlegg + f*) <
~ POt b*.
I = lpe 10 . : .
o€ . . . (10) Proof: Since we are under the hypotesis of Proposition
q = qo—ktlo(1—e"7)+t(k—b") (11)

1, we know that (12) is an asymptotically stable equilibrium
for H. Therfore by considering (3) the steady state value of

h h definedd = L*(1 + f*) f ke of brevity.
where we have define (1 + f*) for sake of brevity. Sthe overflow rate is given by:

It is very easy to show that if the initial condition belong
to Z; for sure there is no way for the state to finish3iq o = (1 =)L (1+ f*) = b

(the queue must build up) so that the only state that can be

reached isC; (full queue). Let us now start from the initial Now by substituting (12) in the equation written above, we
condition in Z,: now two different evolutions of the hybrid obtain:

automaton are possible: the state can be either gg ithen 0" =/ L*(1+ f*) ="

back toX¥, and then toX; or either go directly inXs. It is
simple but lengthy to show that the state follows the pat
Yo — 31 — 3o — X3 if and only if the initial condition
belongs to the set:

fpat is greater than zero #* < L*(1 + f*). In other
terms, under congestion, the evolution of the system will be
described by (Lemma 3) and thus the queue will be full
(¢* = qar) and the overflow rate will be persistent* (> 0).
P = {(,q)€Zy: q<—1(k—b")(1+]logl) + u

. b* Remark 1:The steady state value of the loss ratedoes
+hrl+7(k = %) log(1 — )} not depend on the time constanbf the filter.



VI. CONCLUSIONS AND FURTHER WORK

This paper proposes a dynamic switching model of the
congestion control algorithm implemented by the Skype
\VoIP application. At our best knowledge, this is the first
attempt aiming at developing such a model because the
Skype protocol behaviour is hidden by AES encryption.

By setting up an experimental testbed we have conjectured
and verified what are the inputs and how they affect the
Skype sending behaviour. Main findings are: (1) Skype does
not implement a delay based control; (2) the sending rate
matches the available bandwidth with a finite error; (3) the
loss ratio is the main driver of the input rate; (4) the encode
selects the encoding rate over a finite set of levels by taking
into account a metric that depends on the loss rate.

As a further work we plan to relax the assumptiGn= 0
in the proof of Proposition 1.
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